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Microsoft Azure Data Engineer

Description

Azure Data Engineers design and implement the management, monitoring, security, and privacy of data using

the full stack of Azure data services to satisfy business needs.

Skills measured

e Implement data storage solutions

e Manage and develop data processing
e Monitor and optimize data solutions
e Design Azure data storage solutions
e Design data processing solutions

e Design for data security and compliance
Implement Data Storage Solutions

Implement non-relational data stores

e implementasolutionthatusesCosmos DB, Data Lake Storage Gen2, orBlobstorage
e implement data distribution andpartitions

e implement a consistency model in Cosmos DB

e provision a non-relational datastore

e provide access to data to meet security requirements

e implementforhighavailability, disasterrecovery,andglobaldistribution

Implement relational data stores

o configure elastic pools

o configure geo-replication
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e provide access to datato meet security requirements
e implementforhighavailability, disasterrecovery,andglobaldistribution
e implementdatadistributionand partitionsfor Azure Synapse Analytics

e implement PolyBase

Manage data security

e implement data masking

e encryptdata at rest and in motion
Manage and Develop Data Processing

Develop batch processing solutions

o developbatchprocessingsolutionsbyusingDataFactoryandAzureDatabricks
e ingest data by usingPolyBase

e implement the integration runtime for Data Factory

e implement Copy Activity within Azure Data Factory

o create linked services anddatasets

e create pipelines andactivities

e implement Mapping Data Flows in Azure Data Factory

e create and scheduletriggers

e implementAzure Databricksclusters, notebooks, jobs, andautoscaling

e ingest data into AzureDatabricks

Develop streaming solutions

e configure input andoutput
e select the appropriate windowing functions

e implement event processing by using Stream Analytics
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Monitor and Optimize Data Solutions

Monitor data storage

e monitor relational and non-relational data sources
e implement Blob storagemonitoring

e implement Data Lake Storagemonitoring

e implement SQL Databasemonitoring

e implement Azure Synapse Analytics monitoring

¢ implement Cosmos DBmonitoring

e configure Azure Monitoralerts

¢ implement auditing by using Azure Log Analytics

Monitor data processing

e monitor Data Factorypipelines
e monitor Azure Databricks
e monitor Stream Analytics
e configure Azure Monitoralerts

e implement auditing by using Azure Log Analytics

Optimize Azure data solutions

e troubleshoot data partitioningbottlenecks
e optimize Data LakeStorage

e optimize Stream Analytics

e optimize Azure SynapseAnalytics

e optimize SQL Database

e manage the datalifecycle
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Design Azure Data Storage Solutions

Recommend an Azure data storage solution based on requirements

e choose the correct data storage solution to meet the technical and business requirements

e choose the partition distributiontype

Design non-relational cloud data stores

o design data distribution andpartitions

o designforscale (including multi-region, latency, and throughput)

e designasolutionthatusesCosmosDB,DatalakeStorageGen2,orBlobstorage
e select the appropriate Cosmos DB API

e design a disaster recoverystrategy

o design for highavailability

Design relational cloud data stores

o design data distribution andpartitions

o designforscale(including multi-region, latency, and throughput)
e designasolutionthatusesSQLDatabaseand Azure Synapse Analytics
o design a disaster recoverystrategy

o design for highavailability

Design Data Processing Solutions

Design batch processing solutions

o designbatchprocessingsolutionsthatuseDataFactoryandAzureDatabricks
¢ identifytheoptimaldataingestionmethodforabatchprocessingsolution

e identify where processing should take place, such as at the source, at the destination, or in transit
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o identifytransformationlogictobeusedinthe MappingDataFlowinAzure DataFactory

Design real-time processing solutions

o designforreal-timeprocessingbyusingStreamAnalyticsandAzureDatabricks

e design and provision computeresources

Design for Data Security and Compliance

Design security for source data access

o plan for secure endpoints(private/public)

o choosetheappropriateauthentication mechanism, suchasaccess keys, shared access signatures (SAS), and Azure Active

Directory (Azure AD)

Design security for data policies and standards

o design data encryption for data at rest and in transit
e design for data auditing and data masking

o design for data privacy and data classification

e design a data retentionpolicy

e plan an archivingstrategy

e planto purge data based on business requirements

PREREQUISITES

e Microsoft Certified: Azure Fundamentals



